ACHIEVING EXCELLENCE IN AUDIT
AND ACCOUNTS THROUGH
DEVELOPING. IMPARTING,
PRACTICING AND UPGRADING
SKILLS AND COMPETENCES

INDIAN AUDIT AND AGGOUNTS DEPARTMENT

Regional Training Institute, Chennai

(Centre for Excellence)

In Search of Excellence Series — Research - Study Material No.19

RESEARCH - STUDY MATERIAL ON

DOWNLOADING OF DATA

361, Anna Salai, Chennai 600 018.
PR T R AT T R, & TR i A R T R R



Preface

In our endeavour to propagate essential, appropriate and adequate
knowledge on various subjects, a number of Research-Study materials have
been brought out by this Institute during the past six months on various topics
viz., Data Warehousing, Data Mining, MS Access as an IS Audit Tool, Digital
Signatures, Auditing ERP Systems (with special reference to SAP, the ERP
software).

| am happy to release the Research-Study material on “Downloading of
Data” compiled by the Faculty Members of this Institute. . Method of
downloading of data into oracle tables from data dumps and importing of data
from oracle tables into the IDEA software are explained in this Research-Study
material.

Controls built-in in the application system are being over-ruled or by-
passed in certain circumstances in many organizations. For example, in a
networked environment, often passwords are being shared among officers to
perform certain functions resulting in difficulty to fix responsibility for material
mistakes committed. In such a scenario, analysis of data may reveal the
material mistakes or errors crept-in which could point out or establish the laxity
of controls. Thus data analysis becomes an important tool in any Information
Systems Audit. Data Downloading has become an integral part of Data
Analysis. Without downloading the appropriate data along with relevant details
describing the data and control totals, data analysis may not yield the desired
results. Hence, it has become necessary for all auditors to know the techniques
of downloading data. Thus, Downloading of data and subsequent analysis
gains importance in the Information Systems Audit as it helps in reviewing the
performance and effectiveness of the controls built-in the applications systems.

| hope, this Research - Study material will definitely be of much help to
the readers as the previous study materials.

S.Prabhu
Principal Director



DOWNLOADING OF DATA
Introduction

One of the important exercises carried out while performing an Information Systems Audit
(IS Audit) is ‘Downloading of Data’ and its analysis. While the review of general IT controls
and application controls indicate the existence or otherwise of controls, the extent of
effectiveness of these controls can be ascertained through an analysis of data pertaining to
the relevant application systems. Data analysis is gaining importance as some of the controls
in the application system are being over-ruled or by-passed in certain circumstances. For
example, in a networked environment, often passwords are being shared among officers to
perform certain functions resulting in difficulty to fix responsibility for material mistakes
committed. In such a scenario, analysis of data may reveal the material mistakes or errors
crept in which could point out the laxity of controls.

This Research & Study Material explains the methods to (i) download data from oracle data
dump received from an auditee organization and (ii) import data from oracle tables into IDEA
file through ODBC.

In the risk areas identified through a review of controls, data need to be analyzed for further
corroboration that controls are not adequately built-in. Unlike in the past, present day
applications cover almost all the activities of an organization and the data being created and
maintained in the systems are vast. Further these systems use different varieties of formats in
different environments.

The files of software like MS Excel, MS Access, etc., data in RDBMS environment can be
accessed without a user-id and a password. However, transfer of data directly from RDBMS
software is not possible. The data has either to be converted as a text (ASCII) file or
transferred to Excel, Access or Word formats. Also, data in the tables in RDBMS software
can be transferred to a dump file by using the export function with an user-id and password.

Data downloading refers to the work of transferring the required data from the auditee’s
computer system to the Auditor’s computer system. The database existing in the auditee’s
system might have been created and maintained by any of the software like MS Access, MS
Excel, Oracle, Tally or by an ERP system. Before making an attempt to download the data,
the following information has to be ascertained from the auditee organization.

e All the IT systems as well as the data — both from a business as well as a
technical perspective to get a clear understanding of the system and data

e All the IT processes involved to gain an high-level understanding

While the review of general IT controls and application controls indicate the existence or
otherwise of controls, the extent of effectiveness of these controls can be ascertained
through an analysis of data pertaining to the relevant application systems. Downloading
has become an integral part of Data Analysis




This will give an opportunity to
o Identify the modules relevant to the audit;

e Gain a very precise understanding of the tables and fields being processed
by the above modules; and

o Identify the fields / tables and fields therein required for data analysis.

For relational database systems, the auditor’s requirements are more complex. It may often
be necessary to go through the entire data documentation, which can be obtained from
the data dictionary tools associated with the RDBMS.

The auditee may convert the data required by the auditor into ASCII/Text files in which case
the auditor may use CAAT software like IDEA or use Excel/Access to import the data and
perform analysis. Most often, the data is in the RDBMS environment with a large number of
inter-related tables. In such a case, it is preferable to create a dump of the entire data and
import the data in a similar environment in the auditor’s system and then perform analysis.
However, while requesting the auditee, the auditor should specifically request the data
files, tables/fields, the period of coverage, the primary/secondary key details of all the
tables, control totals of key fields / numerical fields, etc. The auditee may be requested to
give the relevant data in a dump file.

The method of downloading data in the dump files into oracle tables

Step 1 — Create an user-id in Oracle

The user-id with which the dump data has been created in the auditee organization has
to be created in the oracle installed in the Auditor’s system. This user-id should have
adequate powers to import and analyse the data. Hence, the powers of a database
administrator (dba) need to be given. To grant the dba powers, the auditor should log into
oracle first as a dba. The user-id “system” has dba powers in any oracle installation and
hence, initially, the auditor needs to log into Oracle with the user-id ‘system’ and the
appropriate password. In the example used here, the dump has been created using the user-id
“train” with the password “train”. Hence the following query needs to be executed in SQL
prompt.

SQL> create user train identified by train; <press enter>

SQL> grant dba to train; <enter>

Then log into oracle with the user-id train using the flowing SQL query
SQL> connect train/train;

Once connected, the following command needs to be issued to view the tables relating
to this user-id.

The auditor should specifically request the data files, tables/fields, the period of
coverage, the primary/secondary key details of all the tables, control totals of key
fields / numerical fields




SQL> select * from tab;

Naturally, files have not so far been created by this user and hence the following
statement will appear:

‘No rows selected’

+ Oracle SQL*Plus R{=1[E3]
File Edit Search Options Help

-~
SQL*Plus: Release 9.2.68.1.8 - Production on Sat Jan 38 12:81:36 2618
copyright (c) 1982, 2002, Oracle Corporation. A1l rights vreserved.

Connected to:

Personal Oracle9i Release 9_.2_8.1.8 — Production

With the Partitioning, OLAP and Oracle Data Mining options
JServer Release 9.2_8.1.8 — Production

SOL> create user train identified by train;

User created.

SOL> grant dba to train
2 3

Grant succeeded.

SOL> connect trainftrain;
Connected.

SOL> show user;

USER is ""TRAIN"

SQL> select = from tab;

no rows selected

sQL>

=
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Step 2 — Importing data from the dump

‘Imp’ is the command in Oracle for importing data into tables from the dump. This
command should be issued at the DOS prompt. The DOS command can be invoked by
clicking the following successively:

Start > Run.
Type ‘cmd’ and press Enter.

This will open the command window. The default prompt will be the like ‘c:\documents and
settings\admn\....”. This should be changed to the subdirectory where the dump file has been
copied. (Alternatively, in the command line, the full path of the file may be given). Assuming
the dump has been copied to the “c:\” directory, the following command needs to be issued:

cd\ <enter>

The command prompt will be changed as c:\>

The following command should be issued at c:\ for importing the dump file:
C:\>Imp train/train file=test.dmp full=y <enter>

In the above command

the word ‘imp’ represent the oracle key word for importing

‘train/train’ represents the user-id and password

‘file=test.dmp’ indicates that the name of the file is ‘test.dmp’. If the dump file is
in some other sub directory, the exact path where the file is to be copied need to
be given.

‘full=y’ indicates that all the data in all the tables should be imported



M oft Windows XP [Uersion 5.1_26881
(T Copyl ight 192852801 Microsoft Corp.

BC:~Documents and Settingssadmn>cds
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On pressing the ‘enter’ key, Oracle will start importing the data into the tables exhibiting
various statements and warnings during such import. The original data in the auditee
environment would have been maintained in certain circumstances giving different
access rights to different users. These circumstances and rights of various users would also
be indicated in the dump data. As these circumstances are not available during import into
auditor’s system, a number of warnings are being given during the import. However, the data
will be imported and stored in the tables with the same table names.

E

Eil= Edit e Inserk Formakt Tools Table wtimdae Help

[ =y = R R S N R o« -~ @, 100%  + ¥ TimesMewRoman - 12 - B 7 1O
. | .

g e CIAWINDOWSAsystem 3 2\cmd.exe - imp trainftrain@ora®%i file—test.dmp full-y
C=~>imp trainstrainfora?i file=test.dmp full=y

- Import: Release ?.2_.8.1.8 — Production on Sat Jan 360 12:17:08 2810
Copyright <c> 1982, 280802, Oracle Corporation. All rights reserwved.

Connected to: Personal Oracle?i Release 9.2.@8.1.8 — Production
Mith the Partitigning. OLAP and Oracle Data Mining options
Server Release 9.2._@. — Production

Expott file creat ed EXPORT=UA? .82 .88 wvia conventional th

1mpott done in UESHSUIN1252 c]lalacter set and AL1G6UTFi6 NCHRR character set
- - dimporting TRAIM's objects dinto TRAIKN

- - - dmporting table TRCUM' 459824 rows imported_

corls L

r_u_zi stu_ddl - Mic

The dump data will indicate the access rights to given to different users of the database in the
Auditee organization
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Fil= Edit Wiew Insert Format Tools  Table  Window  Help

EHassn S Y [ o« - & 100% -2 TmesMewRoman - 12 - B 7 O

_ | . _ _
- WINDOWS\system32\cmd. exe
- Import: Release 2.2.8.1.8 — Production on Sat Jan 38 12:17:88 2818
- Copyright <(c> 1982, 2882, Oracle Corpowration. All »ights rezevrved.
- Connected to: Personal Oracle?i Release 9.2.8.1.8 — Production
- Llith the Partitioning, OLAP and Oracle Data Mining options
W3erver Release 2.2.8.1.8 — Production
r Export file created by EXPORT:UA? 82 _ 8@ via conventional path
- import done in '.JESI"IS'.JIN1252 character set and AL16UTF16 NCHAR character set
- importing TRAIN's objects into TRAIHN
- - importing table "TRCUM" 459894 »rows imported
- importing table “TRDESG" 844 rows imported
- importing table “TREED"" 5928 rows imported
importing table “"TREMP" 642 rouws imported
- importing table "TRGRP" ? wows imported
i importing table “TRLOAN" 2845 rouws imported
- importing table “"TRMED" 32853 rows imported
importing table “"TRPRA" 15857 rows imported
importing table “TRRED" 13845 wows imported
- Impurt terminated successfully without warnings.
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To verify that the data has been imported into tables, the following command should be
issued at the SQL prompt in Oracle.

SQL> select * from tab;

The list of tables imported will be shown.

% Oracle SQL*Plus
File Edit Search oOptions Help
SQL> create user train identified by traingj -~

User created.

SQL> grant dba to traim;
Grant succeeded.

SQL> connect trainstrain;
Connected.

S0OL> select = from tab;

no rows selected

S0OL> select = from tab;

THAME TABTYPE CLUSTERID
TRCUM TABLE
TRDESG TABLE
TREED TABLE
TREHMP TABLE
TRGRP TABLE
TRLOAHN TABLE
TRHED TABLE
TRFPFRA TABLE
TRRED TABLE

2 rows selected.

sQL>

Downloading of tables into another user

Whenever required, these tables can be imported/transferred into Oracle to another user-
id. Assuming that “pilot’ is another user, a user-id with password as ‘pilot’ is created in SQL



prompt. The user-id should be given dba powers. At present, there are no tables associated
with this uder-id.

+ Oracle SOL*Plus (=113
File Edit Search oOptions Help

SOQL> -~
SQL>

SQL> create user pilot identified by pilot:
User created.

SQL> grant dba to pilot;

Grant succeeded .

SQL> connect pilotspilot;

Connected.

SOL> select = from tab;

no rows selected

sgL> |

izl study_dl - Microsoft ...

The following command in the DOS prompt will download the tables in the dump in respect
of the user-id “pilot’:

C:\>Imp train/train file=test.dmp fromuser=train touser=pilot <enter>

On execution of this command, tables would have been created for the user pilot.

CAWINDOWSAsystem3 2\cmd. exe

SRS
i
IC=~>imp trainstrain file=test.dmp fromuser=train touser=pilot

Import: Release 2.2.8.1.8 — Production on Tue Feb 2 11:51:12 28108
Copyright <c> 19282, 2882, Oracle GCorporation. All rights reserved.

Connected to: Personal Oracle?i Release 2.2.8.1.8 — Production
With the Partitioning. OLAP and Oracle Data Hining options
JServer Release 9.2.A.1.8 — Production

Expott file cleated by EXPORT:UA? .62 .88 via conventional path
1mpott done in WEBMSWIHL252 character set and ALLGUTFi6 HCHAR character set
1mp01‘t1ng TRAIN’'s objects into PILOT
- dmporting table 459894 rows imported
1mpnl~t1ng tahble rOWs 1mpnl-ted
importing table 598 rouw
importing table 642
importing table RGRP"" 7
importing table UTRLOAN"" 2045
importing table “"TRMED"" 32853 row
importing table "TRPRA'" 15857 r»ows imported
importing table “"TRRED" 13845% rows imported
Impoxt terminated suwccessfully without warnings.

G
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The list of tables for pilot can be seen by the issue of the query: SQL> select * from tab;
<enter>



Fils  Edit  Search Options Help
SoL>

S0L> show user:

USER dis “CPILOT""

S0L> select = From tab:

THAME TABTYFE CLUSTERID
TRCUM TABLE
TRDESG TABLE
TREED TABLE
TREMP TABLE
TRGRP TABLE
TRLOAM TABLE
TRHED TABLE
TRPRA TABLE
TRRED TABLE

=l stu_ddl - Mic...

Downloading of data in selected tables

In many of the cases, all the tables in the dump data may not necessary for audit purposes. In
such a case, tables relevant for audit purposes alone could be downloaded to an user-id.
For this purpose, the auditor needs to know beforehand the list of all tables and ascertain
the tables relevant for audit. Assuming that three tables need to be downloaded to the user-
id “nature’, the following command at DOS prompt should be issued.

C:> imp train/train file=test.dmp fromuser=train touser=nature tables=trcum,trdesg,tremp
<enter>

This will import only the three tables mentioned in the command line to the user-id “nature’.

@ e C:AWINDOWS\system 3 2\emd. exe
Eil=  Edit

G2
O = C:\)

C:s2>imp trainstrain file=test.dmp fromuser=train touser=nature tables=trcum.trde
L | I ,E =g - tremp

Import:= Release 2.2.8.1.8 — Production on Mon Feb 1 15:-392:28 2818

Copyright <c> 1982, 2882, Oracle Corporation. All rights reserved.

Connected to: Personal Oracle?i Release 9.2.68.1.8 - Production
With the Partitioning. OLAP and Oracle Data Mining options
JServer Release 2.2.8.1.8 — Production

Export file created by EXPORT:UA?.82 .88 via conventional path
import done in WEBMEWIN1I252 character zet and ALL6UTFi1i6 MCHAR chawactewr zet
- importing TRAIN's obhjects into MATURE
- impowting tahle TRCUM™ 4592894 pows imported
- importing tahle “TRDESG" 844 rows imported
- - importing tahble "TREMP"" 642 rows imported
Import terminated succeszssfully without warnings.
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In the above examples of downloading data, we have used few key words/ parameters like
file, full, fromuser, touser, etc., in the command line in DOS prompt. There are several
other parameters available in Oracle import facility to control the downloading of data. These
parameters and their format can be seen by issuing the command at the DOS prompt:

-~




C:\> imp help=y<enter>

r@ AWINDOWSA\system32\cmd. exe ﬂ ﬂ L—il
File & - X
O = C:n>imp help=y

—————g Import: Release 9.2.8.1.8 — Production on Tue Febh 2 18:19:46 2818
L

Copyright <(c> 1982, 2882, Oracle Corporation. All rights reserved.
o
You can let Import prompt you for parameters by entering the IMP
_ command followed by your usernamepassword:
. Example: IMP SCOIT-TIGER
; Or. you can control how Import runs by entering the IMP command followed
B by various arguments. To specify parameters. you use keywords:
. Format: IMP KEYWORD=value or KEYWORD=(valuel.valuel.....valueN>
_ i Example: IMP SCOIT/TIGER IGNORE=Y TABLES=(EMP,DEPT> FULL=N
. or TABLES=(T1:P1.T1:P2>. if T1 is partitioned tahle
: USERID must bhe the first parameter on the command line.
- |Heyunrd Description (Default> Keyuword Description (Defaultd>
[JUSERID username/password FULL import entire file (N>
_ size of data buffer FROMUSER list of owner usernames
llF1LE input files (EXFDAT.DHP> TOUSER list of usernames
! Just list file contents (N> TABLES lizt of table names
C ignore create errors (N> RECORDLENGTH length of I0 record
- c import grants (YD) INCTYPE incremental import type
import indexes (¥ COMMIT conmmit array insert (N>
import data rows (YD) PARFILE parameter filename
S G log file of screen output CONSTRAINTS import constraints (YD
_ overurite tablespace data fFile (N> _J
write tablesindex info to specified file
. skip maintenance of unusable indexes (N> ;ﬂ
. display progress every x rows{(@> %
- skip validation of specified type ids
. maximum size of each dump file o
. import precomputed statistics C(always) E
= suspend when a space related error is encountered(N>
= EE ESUMABLE_MAME text string used to identify rezsumable statement 4 ﬂ
M RES UMABLE_TIMEQOUT wait time for RESUMABLE
MDD T T T g P
1y Start 10 M

The data in the tables downloaded in the above examples can be used for analyzing using
SQL Queries.

Exporting data (creating a dump file)

A dump file is created by exporting data from oracle. When an export of data is made
with an user-id, all the tables that are associated with that user-id are copied to the dump file.
An export of data can be made by issuing the following command at DOS prompt:

C:\> exp scott/tiger file=c:\testexp.dat

In the above command, the word ‘exp’ refers to the export command; ‘scott/tiger’
represents the user-id and the associated password; ‘file’ indicate the name of the file
and its location (in this case, the export file testexp.dat will be created in c:\).

A dump file is created by exporting data from oracle. When an export of data is made with an
user-id, all the tables that are associated with that user-id are copied to the dump file.




C:\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26681
C(C» Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings“admn>cd>
C:“2>exp scott tiger file=c:“testexp.dat
Export: Release 2.2.8.1.8 — Production on Tue Feb 2 11:38:-48 2818

Copyright <(c> 1982, 2882, Oracle Corporation. All rights reserved.

Connected to: Personal Oracle?i Release 2.2.68.1.8 — Production

With the Partitioning. OLAP and Oracle Data Mining options

JSeruer Release 2.2.8.1.8 — Production

Export done in WEBMEWIN1252 character set and AL16UTFi6 MCHAR character set
- exporting pre—schema procedural objects and actions

- exporting foreign function library names for wuser SCOTT

- exporting PUBLIC type synonyms

- exporting private type synonyms

- exporting obhject type definitions for user SCOTT

About to export SCOTT's objects ...

- exporting databaze links

. exporting seguence numbers

- exporting cluster definitions

- about to export SCOIT’'= tabhles via Conventional Path ...

- exporting tahle BANKCUST B rows exported
- exporting table BONUS exported
- exporting tahbhle DEPT exported
- exporting table EMP exported
- exporting table SALGRADE exported
- exporting tahbhle emp exported
- exporting table EmMp_neuw exported
- exporting table emp_newl 45 exported
. exporting synonyms

exporting views

exporting stored procedures

exporting operators

exporting referential integrity constraints
exporting triggers

exporting indextypes

exporting bitmap, functional and extensible indexes
exporting posttables actions
exporting materialized views

hot lo

Importing data from oracle tables into IDEA

Downloading of data of various formats can be done by the software IDEA (Interactive
Data Extraction and Analysis — software being used in Indian Audit and Accounts
department). IDEA is being used for importing data from ASCII files, standard PC software
files like dBase, Lotus, Access or Excel, data from RDBMS software like oracle through the
facility called ‘ODBC’ (open database connectivity), print reports and pdf files, data from
the ERP software ‘SAP’ through its facility *‘AlS’ (Audit Information System).

e

Select the faormat:
&5400
ASCIH or EBCDIC [Text]
dBASE
Lotus
ricrosoft Access
ticrozaft Excel
FPrint Report and Adobe FDF
SAPAAIS
=hAL

Conmputer location:
File name:

O ptional file:

[ Me=xt > ] [ Cancel ] [ Help ]




In the above formats, while the ASCII files formats require record definition to be
created and then data to be imported, standard PC format files are imported without
creating any record definition as such a definition is already created in the respective
software. The data from RDBMS software need to be imported through a specific procedure
by creating an ODBC source as described below:

From the IDEA screen shown in the picture above, the option ‘ODBC’ needs to be selected.
This will open up the next window

ODBC Import Ed
ODEBELC Impork
- “ Select an ODBLC driver that iz configured ta
odm connect to a specific data source:
‘ dBASE Files
T Emcel Files

kS Access Databasze
“Wizual FoxPro Database
“izual FoxPro Tables

[ Create an ODEBC Data Source ]

[ < Back ” I E=H ] [ Cancel ] [ Help ]

In this screen, the option ‘create an ODBC Data Source’ is to be selected. The following
screen will appear:

Select Data Source

File Data Source | Machine Data Source

Loak jn: | Data Sources - | |
@ ajrdept @ ral
ajrernp @ ram
dept
&mp
Bz
D5SM Marne: | [ Mew. . ]

Select the file data source that describes the driver that you wish to connect to.
You can use any file data zource that refers ta an ODBC driver which iz installed
on your machine.

[ Ok ] [ Cancel ] [ Help ]

In this screen, the option ‘New’ is to be selected so as to create a new source of data. In the
next screen that appears, the option ‘Microsoft ODBC fir Oracle’ is to be selected.



Create New Data Source E|

Select a driver for which you want to set up a data source.

>

M ame

Microzoft Excel-Treiber [*.xlz)
Microzoft FoxPro Driver [* dbf]
Microzoft FoxPro WFP Driver [*.dbf]
ticrozoft ODBC for Oracle
icrozoft Parados Driver [*.db ]
Microgzoft Paradox-Treiber [*.db |
ticrozoft Text Driver [*.k&t; * cav]
Microzoft Text-Treber [*.bat; * cav)
Microzoft Yizual FoxPro Driver

£

70T L Lo Lo Lo Pt 0T I Lo

w

[ Heut = ][ Cancel ]

In the next window, a source name is to be entered. IDEA will throw up next window
indicating the source name for confirmation in which the option ‘Finish’ needs to be
selected.

Create New Data Source El

When pou click Finizh, you will create the data zource
which you have juzt configured. The driver may prompt wou
for more information.

File D ata Source
Filenarme: customs
Diriver: Microsoft ODBC for Oracle

[ < Back “ Finizh |[ Cancel ]

On selecting ‘Finish’ in the above window, IDEA will ask for the User Name and
Password which will be used for entering into the Oracle.

Microsoft ODBC for Oracle Connect

Uzer Mame: |0ps$imparc | [ Ok ]

Paszswiord: |.......... | [ Cancel ]

Server: |admn | [ Help ]







