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Preface 

 

In our endeavour to propagate essential, appropriate and adequate 
knowledge on various subjects, a number of Research-Study materials have 
been brought out by this Institute during the past six months on various topics 
viz., Data Warehousing, Data Mining, MS Access as an IS Audit Tool, Digital 
Signatures, Auditing ERP Systems (with special reference to SAP, the ERP 
software).   

I am happy to release the Research-Study material on “Downloading of 
Data” compiled by the Faculty Members of this Institute. . Method of 
downloading of data into oracle tables from data dumps and importing of data 
from oracle tables into the IDEA software are explained in this Research-Study 
material. 

Controls built-in in the application system are being over-ruled or by-
passed in certain circumstances in many organizations. For example, in a 
networked environment, often passwords are being shared among officers to 
perform certain functions resulting in difficulty to fix responsibility for material 
mistakes committed. In such a scenario, analysis of data may reveal the 
material mistakes or errors crept-in which could point out or establish the laxity 
of controls. Thus data analysis becomes an important tool in any Information 
Systems Audit. Data Downloading has become an integral part of Data 
Analysis. Without downloading the appropriate data along with relevant details 
describing the data and control totals, data analysis may not yield the desired 
results. Hence, it has become necessary for all auditors to know the techniques 
of downloading data.  Thus, Downloading of data and subsequent analysis 
gains importance in the Information Systems Audit as it helps in reviewing the 
performance and effectiveness of the controls built-in the applications systems. 

I hope, this Research - Study material will definitely be of much help to 
the readers as the previous study materials.  

S.Prabhu 
Principal Director 



DOWNLOADING OF DATA  

Introduction 

One of the important exercises carried out while performing an Information Systems Audit 
(IS Audit) is ‘Downloading of Data’ and its analysis. While the review of general IT controls 
and application controls indicate the existence or otherwise of controls, the extent of 
effectiveness of these controls can be ascertained through an analysis of data pertaining to 
the relevant application systems. Data analysis is gaining importance as some of the controls 
in the application system are being over-ruled or by-passed in certain circumstances. For 
example, in a networked environment, often passwords are being shared among officers to 
perform certain functions resulting in difficulty to fix responsibility for material mistakes 
committed. In such a scenario, analysis of data may reveal the material mistakes or errors 
crept in which could point out the laxity of controls. 

This Research & Study Material explains the methods to (i) download data from oracle data 
dump received from an auditee organization and (ii) import data from oracle tables into IDEA 
file through ODBC. 

In the risk areas identified through a review of controls, data need to be analyzed for further 
corroboration that controls are not adequately built-in.  Unlike in the past, present day 
applications cover almost all the activities of an organization and the data being created and 
maintained in the systems are vast. Further these systems use different varieties of formats in 
different environments. 

The files of software like MS Excel, MS Access, etc., data in RDBMS environment can be 
accessed without a user-id and a password. However, transfer of data directly from RDBMS 
software is not possible. The data has either to be converted as a text (ASCII) file or 
transferred to Excel, Access or Word formats. Also, data in the tables in RDBMS software 
can be transferred to a dump file by using the export function with an user-id and password.  

Data downloading refers to the work of transferring the required data from the auditee’s 
computer system to the Auditor’s computer system. The database existing in the auditee’s 
system might have been created and maintained by any of the software like MS Access, MS 
Excel, Oracle, Tally or by an ERP system. Before making an attempt to download the data, 
the following information has to be ascertained from the auditee organization.  

• All the IT systems as well as the data – both from a business as well as a 
technical perspective to get a  clear understanding of the system and data 

• All the IT processes involved to gain an high-level understanding 
 

While the review of general IT controls and application controls indicate the existence or 
otherwise of controls, the extent of effectiveness of these controls can be ascertained 
through an analysis of data pertaining to the relevant application systems. Downloading 
has become an integral part of Data Analysis 



This will give an opportunity to 

• Identify the modules relevant to the audit; 

• Gain a very precise understanding of the tables and fields being processed 
by the above modules; and  

• Identify the fields / tables and fields therein required for data analysis. 
For relational database systems, the auditor’s requirements are more complex. It may often 
be necessary to go through the entire data documentation, which can be obtained from 
the data dictionary tools associated with the RDBMS.  

The auditee may convert the data required by the auditor into ASCII/Text files in which case 
the auditor may use CAAT software like IDEA or use Excel/Access to import the data and 
perform analysis. Most often, the data is in the RDBMS environment with a large number of 
inter-related tables. In such a case, it is preferable to create a dump of the entire data and 
import the data in a similar environment in the auditor’s system and then perform analysis. 
However, while requesting the auditee, the auditor should specifically request the data 
files, tables/fields, the period of coverage, the primary/secondary key details of all the 
tables, control totals of key fields / numerical fields, etc. The auditee may be requested to 
give the relevant data in a dump file. 

The method of downloading data in the dump files into oracle tables     

Step 1 – Create an user-id in Oracle 

The user-id with which the dump data has been created in the auditee organization has 
to be created in the oracle installed in the Auditor’s system. This user-id should have 
adequate powers to import and analyse the data. Hence, the powers of a database 
administrator (dba) need to be given.  To grant the dba powers, the auditor should log into 
oracle first as a dba. The user-id “system” has dba powers in any oracle installation and 
hence, initially, the auditor needs to log into Oracle with the user-id ‘system’ and the 
appropriate password. In the example used here, the dump has been created using the user-id 
“train” with the password “train”. Hence the following query needs to be executed in SQL 
prompt. 

SQL> create user train identified by train; <press enter> 

SQL> grant dba to train; <enter> 

Then log into oracle with the user-id train using the flowing SQL query 

SQL> connect train/train; 

Once connected, the following command needs to be issued to view the tables relating 
to this user-id.  

The auditor should specifically request the data files, tables/fields, the period of 
coverage, the primary/secondary key details of all the tables, control totals of key 
fields / numerical fields 



SQL> select * from tab; 

Naturally, files have not so far been created by this user and hence the following 
statement will appear: 

‘No rows selected’ 

 
Step 2 – Importing data from the dump 

‘Imp’ is the command in Oracle for importing data into tables from the dump. This 
command should be issued at the DOS prompt. The DOS command can be invoked by 
clicking the following successively:  

Start > Run. 

Type ‘cmd’ and press Enter. 

This will open the command window. The default prompt will be the like ‘c:\documents and 
settings\admn\....’.  This should be changed to the subdirectory where the dump file has been 
copied. (Alternatively, in the command line, the full path of the file may be given). Assuming 
the dump has been copied to the ‘c:\’ directory, the following command needs to be issued: 

cd\ <enter>    

The command prompt will be changed as   c:\> 

The following command should be issued at c:\  for importing the dump file: 

C:\>Imp train/train file=test.dmp full=y <enter> 

In the above command  
the word ‘imp’ represent the oracle key word for importing  
‘train/train’ represents the user-id and password 
‘file=test.dmp’ indicates that the name of the file is ‘test.dmp’. If the dump file is 
in some other sub directory, the exact path where the file is to be copied need to 
be given. 
‘full=y’ indicates that all the data in all the tables  should be imported 



  
On pressing the ‘enter’ key, Oracle will start importing the data into the tables exhibiting 
various statements and warnings during such import. The original data in the auditee 
environment would have been maintained in certain circumstances giving different 
access rights to different users. These circumstances and rights of various users would also 
be indicated in the dump data. As these circumstances are not available during import into 
auditor’s system, a number of warnings are being given during the import. However, the data 
will be imported and stored in the tables with the same table names.  

 

The dump data will indicate the access rights to given to different users of the database in the 
Auditee organization 



 
To verify that the data has been imported into tables, the following command should be 
issued at the SQL prompt in Oracle. 

SQL> select * from tab; 

The list of tables imported will be shown. 

  
 

Downloading of tables into another user  

Whenever required, these tables can be imported/transferred into Oracle to another user-
id. Assuming that ‘pilot’ is another user, a user-id with password as ‘pilot’ is created in SQL 



prompt. The user-id should be given dba powers. At present, there are no tables associated 
with this uder-id. 

 
The following command in the DOS prompt will download the tables in the dump in respect 
of the user-id ‘pilot’: 

C:\>Imp train/train file=test.dmp  fromuser=train  touser=pilot <enter> 

On execution of this command, tables would have been created for the user pilot. 

 
The list of tables for pilot can be seen by the issue of the query: SQL> select * from tab; 
<enter> 



 
Downloading of data in selected tables 

In many of the cases, all the tables in the dump data may not necessary for audit purposes. In 
such a case, tables relevant for audit purposes alone could be downloaded to an user-id. 
For this purpose, the auditor needs to know beforehand the list of all tables and ascertain 
the tables relevant for audit.  Assuming that three tables need to be downloaded to the user-
id ‘nature’, the following command at DOS prompt should be issued.  

C:> imp train/train file=test.dmp fromuser=train touser=nature tables=trcum,trdesg,tremp 
<enter> 

This will import only the three tables mentioned in the command line to the user-id ‘nature’. 

 
In the above examples of downloading data, we have used few key words/ parameters like 
file, full, fromuser, touser, etc., in the command line in DOS prompt. There are several 
other parameters available in Oracle import facility to control the downloading of data. These 
parameters and their format can be seen by issuing the command at the DOS prompt: 



C:\> imp help=y<enter> 

 

   

The data in the tables downloaded in the above examples can be used for analyzing using 
SQL Queries. 

Exporting data (creating a dump file) 

A dump file is created by exporting data from oracle. When an export of data is made 
with an user-id, all the tables that are associated with that user-id are copied to the dump file. 
An export of data can be made by issuing the following command at DOS prompt: 

C:\> exp scott/tiger file=c:\testexp.dat 

In the above command, the word ‘exp’ refers to the export command; ‘scott/tiger’ 
represents the user-id and the associated password; ‘file’ indicate the name of the file 
and its location (in this case, the export file testexp.dat will be created in c:\). 

 

A dump file is created by exporting data from oracle. When an export of data is made with an 
user-id, all the tables that are associated with that user-id are copied to the dump file. 



 

 
Importing data from oracle tables into IDEA  

Downloading of data of various formats can be done by the software IDEA (Interactive 
Data Extraction and Analysis – software being used in Indian Audit and Accounts 
department). IDEA is being used for importing data from ASCII files,  standard PC software 
files like dBase, Lotus, Access or Excel, data from RDBMS software like oracle through the 
facility called  ‘ODBC’ (open database connectivity), print reports and pdf files, data from 
the ERP software ‘SAP’ through its facility ‘AIS’ (Audit Information System).  

 



In the above formats, while the ASCII files formats require record definition to be 
created and then data to be imported, standard PC format files are imported without 
creating any record definition as such a definition is already created in the respective 
software. The data from RDBMS software need to be imported through a specific procedure 
by creating an ODBC source as described below: 

From the IDEA screen shown in the picture above, the option ‘ODBC’ needs to be selected. 
This will open up the next window 

 

In this screen, the option ‘create an ODBC Data Source’ is to be selected. The following 
screen will appear: 

 

In this screen, the option ‘New’ is to be selected so as to create a new source of data. In the 
next screen that appears, the option ‘Microsoft ODBC fir Oracle’ is to be selected. 

 



 

In the next window, a source name is to be entered. IDEA will throw up next window 
indicating the source name for confirmation in which the option ‘Finish’ needs to be 
selected.  

 

On selecting ‘Finish’ in the above window, IDEA will ask for the User Name and 
Password which will be used for entering into the Oracle.  

 




